INFORMATION AND NATIONAL
SECURITY
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Sun Zi said, those skilled in war
subdue the enemy’s army without
fighting. They capture the enemy’s
cities without assaulting them and
overthrow his state without

s protracted operations.
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In May 2011, US
|nternational Srategy for
Cyber space was launched
by the Obama
Administration. What is
the intention?
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With the rise of global
Information revolution, the
connotation and denotation of war
are being extended. The most
effective method emphasized by
past strategists, e.g. the cruelest
means, has become more hidden.
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Google Maps brings
convenience to whom
and endangers whose
security?
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IsWIKI declassifying or leaking
the secret?
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The “Prism” Incident deeply
pierced the sensitive nerve of
the cyberspace, triggering
heated discussion on
Information security by the
International community.
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A cyber attack against
JPMorgan Chase happened
in 2014, 84 million customers
information were revealed;
and the cyber attack against
Sony Pictures Entertainment
caused 100 million dollars
direct economic lost . The
threat to cyberspace security
IS coming to everybody of us.
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Information
capability and
national security
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Influence of information capability on
national security
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How to strengthen national defense in

cyberspace
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|. Connotation of information capability
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1. Meaning of information capability

1. BREEIHE X
Information capability means the capability of understanding and employing various
information technologies, namely the capability to accessto, analyze, process handle

and transmit information.

The information acquisition by Wiki leaks, map information dissemination on moon-
BBS, information analysis by online banking hackers, all these are manifestations of
Information capability and its harms to national security.
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I Connotatlon of mformatlon capablllty T g
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To achieve national security, a country must attach importanceto the development of
infor mation capability, adopt correct view of national infor mation capability, promote
and safeguard national security by enhancing infor mation capability and build concrete

defense of national information security. —ANEZRELI %4, RAMENGEERINER, WL
RIEFNEZRESRIUES, AfERRANRIHGENREER 24, WHEERE LS.
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B <, The leaders of both countries attach great
e g '. ¥l Importance to safeguarding national security

L " 4\ by improving information capability. But China
almost has no discursive power in cyberspace
since China has few independently developed
information technologies and thus low

information capability.
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2. Connotation of national information capability
2. [E5¢15 B A 100 P9

It refers to the total information resources acquired by related institutions and citizens of a country
aswell asits capability to accessto, transmit, utilize and control the information. The coreisthe

information innovation and materialization. &5 —AE XA 15 B IR EE A, EERZRE. &, B
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2. Connotation of national information capability x
2. EIAE AL A TN

It refers to the total of information resources and related institutions of a country aswell asits
capability to access to, transmit, utilize and control the information. The coreisthe

Information innovation and materialization. &5 — 4~ E &5 (015 B @ R E L HNM, ERIEE. i,
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2. Connotation of national information capability

2. Ex{E RSN

It refersto the total of information resources and related institutions of a country
aswell as its capability to accessto, transmit, utilize and control thei nformatlon

The core is the information innovation and materialization.
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2. Connotation of national informatlon capability

2. EHZAE BRI NI

It refersto the total of information resources and related institutions of a country
aswell as its capability to accessto, transmit, utilize and control the mformatuap

The coreis the information innovation and materialization.
RN E RG0S BRI, ERS. 5%, R SRS a2 R, Ho0 RS B AR S S

-"r-—--— | FTCAL BE¢ - o L o vt @ ———-FL-HH".

TOP SECRET/SE/ORCONINOEQRN  Hotmall Gox ISIL pofgme el YD
Graail R -ﬁﬂﬂcl ' XDy AOL L mail &

{ TS/SHNE) Iﬂtfﬂductiﬂn

LS. as World's Telecommunications Backhone

BEAH FaFiE
IEFLA-MEARCTAT. TR TENZHEE, FHTTRESIING g gy
.

TIPSECAET SMEOUADIGEN " ! R,
mmml (i 'EL (o vy Lot Wil T
. el Yarioo! g ™ wpad [ BATHEY

T s 1 I':I-:-‘ :
pexia Bursa R i ..
:;;ﬂ b“" _r_':?:- TaR" e e !/:_ ]ullugh _df']!‘lg w@tj%_"g \\\
¥ ; -"I ::i-slm; Murﬂnaﬁm& ow
::m:‘r ,."J PRIS%MS-Q&‘XN oa;rlrnzm:: tw Ihﬁ u. -Ei
o - o - A hone call, e-mi
- Overview b mﬁﬁﬂﬁ’iﬁ ﬂ?: 4
| EREREE iy mmm not the
Ky Sl OR HtFeREE :
| ERERHEEE B EE >
i The SIGAD Used Most in NSA Reporting <—— e
Overview poente * Your target's
b communications could
_ il bz remusad IIE be ﬂmnﬁ ]ﬂtﬂ,ﬂnd:
Tt Fre AR R :rjr’i:f-mlfi \tlmgh the U S ‘/ Entermational ||E|.'l,'_rrt;1 Regional Bandwidth Capacity in 2011

| | bl 2003 Lot T Serane Igiensataphy Meseareh

Setaidy e TR
T SECEET AP URL TN IO T SECRET/SLDRCONNOFORN




I1. The influence of infor mation capability
national security
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Il. Theinfluence of information capability on national secu
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National information capability is based on the comprehensive national strength and
It can also promote and secure national stability and prosperity. — AN
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The mfluence of information capablllty on natlonal secur
. BRBEINER L&

The weight of information capability in the comprehensive national strength is ever
increasing {5 5 Ae /1 7E B KRG B8 77 7 B o 1) b B R SK R =y

A country and even the
world isincreasingly
dependent on
Informatzation, therefore
the national security will
be severely threatened
once the network/cyber
and information security
can not be guaranteed.
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: On July 23, 2011, the Yong-

% R St Wen Railway accident killed 40
= ___  (including 3 foreigners) and
Injured 200. The breakdown in
Information system was an
Important cause.
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1. The influence of information capabilityon

DNS(root) 1

oS
(windows.
Mac OS X )

Key
equipment

search

national security
—. BRBINERZERFI |
It is extremely dan@erous to be
highly dependent on
Imformatization and put

everything on the internet.
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Il. The mfluence of mformatlon capablllty on natloal securlty
—. BREBINERZENEW

Comparison of cyber and information warfare with nuclear warfare
R 2% FAE B % 5 A% 5 L

Nuclear warfare is a concept
for deterrence and generally
speaking it will not break out.
In contrast, cyber warfare
may be more harmful since
we are using the network
every day and cyber warfare
may break out at any time
while we are not aware of it.
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“ Cyber Storm’ exercise by the US

Thetrue feature of cyber war
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Thisisthe cyber or information

Warfare So when we are deeply

7 iImpressed by the convenience of

- Information technology, please never
& forget war is always a nightmare that

L ¥ brings the greatest suffering to the

" human beings.
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The mfluence of mformatlon capablllty on natlonal securlty

— BREANERZENTH

In information era, national security hot issues have a close relation with
cyberspace, and bring about new situation, new issues, new characteristics and
new trends.
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1, Because of the

demonstration effect of cyber

power, “cyber forces”

construction leads the

transformation of war pattern

and poses a new threat to

. military security.
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In information era, national security hot issues have a close relation with
cyberspace, and bring about new situation, new issues, new characteristics
and new trends.
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2, “Color Revolution” incites
subversion of state power by using
one stroke, replaces previous
peaceful evolution which need
long-term strength building, and
bring force to a new test of political
security.
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1. The mfluence of mformatlon capablllty on-natlonal |
Security
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In information era, national security hot issues have a close relation with
cyberspace, and bring about new situation, new issues, new

characteristics and new trends. ! . \
g BFHMR, MK EZEFRZEHR SN

RRRNCRZ L, FiFo. #rE. Fk
R BTEAH RS T I

3, Social contradiction
caused by internet affairs are
intensified and magnified and
bring force to a new focus of
social security.
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|I. Theinfluence of information capability on national ;
—. BRI ERZEKF

In information era, national security hot issues have a close relation with

cyberspace, and bring about new situation, new issues, new characteristics
and new trends.

fE—FER9ER1ZE : APEC = Air Pollution

EREEA, METERAERZEHRR
)RR EVE R AZ L, BB L i

Eventually Controlled 55182 7% AL e e YA T
#2580 0 O = FEX S T HME |
. ERIRFIAPECEE &5 25 22 4, The confrontation and
| g:kE m DU w interpenetration during the internet

cultural exchange intensify the

strategic competition of cultural power
between different countries, and bring
force to a new topic of cultural security
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II The mfluence of mformatlon capablllty on natlonal
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In information era, national security hot issues =BT, 2% 25 A 2 B 5 22 4 Bk
have a close relation with cyberspace, and bring [ B #IC B2 L, ML, 3t 5.
about new situation, new issues, new PR R FrBH RS AT I

characteristics and new trends.
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5, Internet technology has a
close relation with global high
technology development and
Innovation, and bring force to a
new game of technical security.
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1. How to strengthen nationa
Infor mation capability construction
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I1l1. How to strengthen national infor mation capability construction
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® 1, To break the worldwide
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monopoly and advance
informationization application by

independent development.
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= 2, To formulate the
overall strategy and
upper-level design of
cyberspace
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3, “30% technology and 70% management” is an important basic idea in the field of information security. ’
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Management is the most effective means when

Information Security technology is still under other counties’ control. 1=
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Information security management is broad in scope,

Technical
30%

including strategy, organization, personnel,

O Management
B Technical development and purchasing. %E‘?é% ﬁﬁ‘]?ﬁ
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4, Set up information security international exchange mechanism
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1, open and interconnectivity
, HREERAS 2, govern cyberspace by rule

World Internet of law
Conference __ 3, mutual respect and trust

Wt S 4, strengthen exchange and
communication
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We sh oul&’:;:_éh__'a_ﬁ;' 1

experience, and reinforce
to each other in space,
1 2 particularly, we should
NS " .. enhance cooperation on
y L AR 'y R N countering cyberterrorism,
| N A Vv and jointly establish a
peaceful, secure, open and
: _ N cooperative cyberspace.
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